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Welcome to the Department of Commerce Bureau of Industry and Security Export Regulations Training Webinar series. Today’s topic is Sanctions Update: Cuba, Iran, Russia. In just a moment we’ll be turning you over to our presenters. If you’re watching live today, you’ll have the opportunity to ask questions directly using the Ask A Question button just below the video window. Again, thank you for attending. Now let’s turn it over to our presenters.
Good afternoon, everyone, and welcome to the Sanctions Update webinar. I’m Matt Borman, Deputy Assistant Secretary for Commerce at the Bureau of Industry and Security, and I have colleagues with me from Department of Commerce and the Department of the Treasury, Office of Foreign Assets Control, to give you an overview of the sanctions programs on Russia, Iran, and Cuba, and then we’ll have time to answer your questions.

So I will start off with the Commerce part of the Russia controls. And just to remind everybody of the context, just to remind everybody that (the sanctions that) both we, Commerce, and Treasury have imposed on Russia over the last two years have been in response to their destabilizing action in Crimea and Eastern Ukraine. The sanctions cover certain actors who have been engaged in various conduct, certain actors because of their status, and certain industry sectors, national services, defense and energy. These sanctions were developed in coordination with the European Union, and we try to implement them consistently with the European Union and other allies.

The good news about these sanctions is they’re targeted. The bad news from a compliance viewpoint is they’re very targeted. But they are targeted to modify Russia’s actions without destabilizing the entire Russian economy.

So turning to the targets, we have sanctions that target individuals and entities who are involved in the occupation of Crimea and the destabilization of Eastern Ukraine, cronies or close supporters of the Russian government decision-making officials, and then the energy sector, the defense sector, and financial services. We also have a virtual trade embargo on Crimea. The sanctions on individuals and entities involved in primarily Eastern Ukraine are implemented by Commerce through the Entity List. We have a number of entities on our Entity List, which imposes a license requirement for all exports, reexports and in-country transfers of items subject to the Export Administration Regulations, or EAR. The same is true for the cronies. We have cronies and individuals or businesses listed on the Entity List, both in Russia and in some other countries like Cypress. 
Turning now to the energy sector sanctions, we have established a new provision in the Export Administration Regulations, Section 746.5, that imposes a targeted license requirement on enumerated items if they’re going into so- called Russian unconventional or future oil and gas production. And those (types of production) are defined as deep water, that is, drilling that’s in water greater than 500 feet depth, Arctic offshore locations or shale formations. This license requirement governs regardless of whether the item is going to gas or oil (production). The licensing policy is denial if it’s going to oil production or exploration.

Another feature of this control is that it requires you to come in for a license if you’re unable to determine whether your enumerated item is going to be used in one of these three targeted activities or whether it’s going to be used in current conventional production.

You should note that the scope of this control is limited to export control classification numbers which are product categories and about 50 Schedule B numbers that are listed in Supplement No. 2 to 746.

There are also some Russian gas or oil companies that are on our Entity List, so that’s another aspect of the Russia energy sector sanctions that Commerce imposes.

Turning now to the defense sector, we’ve covered this in a number of ways. First we added Russia to Section 744.21 of the Export Administration Regulations which imposes a license requirement for the export, reexport and transfer of enumerated items if they’re going to a military end use or military end user. We have also added a number of Russian defense enterprises to our Entity List, and that, again, imposes a license requirement for all items subject to the EAR for export, reexport, or in-country transfer to those entities. And for items that otherwise require a license to Russia, most of the (inaudible) regime items, we have a policy of denial if those applications cover 600 Series items, which are military items in the Commerce Control List, or any dual use item that’s going to the military, security, or intelligence service use or end user.
Turning to the Crimea region, we have implemented, as I said, this virtual embargo on Crimea through Section 746.6 of the EAR. It imposes a license requirement for all items subject to the EAR other than food and medicine designated as EAR99 and software necessary to enable the exchange of personal communications over the internet to the Crimea region of the Ukraine. And this, again, applies to exports, reexports to, and transfers within the Crimea region of Ukraine.

Most of the applications for such transactions (to Crimea) will be reviewed with a presumption of denial except those that are consistent with OFAC’s Ukraine-related General License 4, which Daniel will talk about in a few minutes, and we’ll review those on a case-by-case basis. There are also very limited license exceptions that are available for exports to the Crimea region of Ukraine.
So with that I will turn it over to Daniel Cariello of the Office of Foreign Assets Control to discuss Treasury’s Russia sanctions program. Thank you.

Thank you. Appreciate it. 
In addition to what Matt has already explained, I will touch on the Executive orders that developed the current Ukraine and Russia program and provide detail on the associated prohibitions as it relates to the Office of Foreign Assets Control. 
On March 6, 2014, OFAC issued Executive Order 13660, which was directed at entities and individuals responsible for or engaging in actions or policies that undermined democratic processes or institutions in Ukraine, threatened the peace, security, civility, sovereignty or territorial integrity of Ukraine, or contributed to the misappropriation of state assets of Ukraine or of an economically significant entity in Ukraine. This order primarily blocks specific former and current Ukraine individuals and entities, and can be found in Appendix A of Part 589 of our Regulations.

On March 16, 2014, OFAC issued Executive Order 13661, which expanded the scope of the previous Executive Order (that) I just mentioned by adding specific individuals and entities to the Specially Designated Nationals List, or SDN List, including officials of the government of the Russian Federation, entities owned or controlled by or have acted on behalf, directly or indirectly, of a senior official of the government of the Russian Federation entities who operate in the arms-related material sector of the Russian Federation. This particular EO can be found in Appendix B of Part 589.

On March 20, 2014, OFAC issued Executive Order 13662. This Order is unique in a sense that it designates entities as non-SDNs on the Sectoral Sanctions Identifications List, or a SSI List, which can be found on Treasury Sanctions List Search. This Order includes four directives designed to impose conditional restrictions on entities involved in specific sectors of the Russian economy. Directive 1 focuses primarily on the financial services sector and prohibits dealing or sending new equity and new debt of longer than 30 days maturity to SSI entities. Keep in mind the 30-day limit begins on the last date of the invoice of the transaction. And that that doesn’t necessarily prohibit all transactions with non-SDNs associated with this Directive.

Directive 2 was aimed primarily at the energy sector and prohibits dealing in new debt of longer than 90 days maturity to SSI entities subject to this Directive.

Directive 3 was aimed specifically at the defense and related materials sector and prohibits the issuance of debt of longer than 30 days maturity to entities listed under this Directive.

The last Directive, Directive 4, was again focused on the energy sector and affects entities that support the exploration or production of deep water, Arctic offshore, or shale projects and had the potential to produce oil on the Russian Federation. You can find this Executive Order on our website but also in Appendix C of Part 589.
As a result of the continued escalation of the situation in Crimea, on December 19, 2014, OFAC issued Executive Order 13685, which imposed an import or export ban on goods, services, including financial services, and technology to or from the Crimea region of Ukraine and a ban on new investment in Crimea. In other words, this particular Order prohibits most commercial activity directly or indirectly with persons in the Crimea region. This is true regardless of whether or not it’s considered Crimea-Ukraine or Crimea-Russia. 
It is important to note, especially for those who are facilitating exports on behalf of U.S. exporters, that you pay special attention to the address of the ultimate consignor and user. Specifically become familiar with the cities located within Crimea. If you identify that an export is destined for a city in Crimea region, it must be authorized by a general or specific license from OFAC. Similar to many other sanctions programs,. OFAC has issued several general licenses that authorize certain activities or transactions involving Crimea. For example, in the context of exporting, General License 4 allows the export or reexport of agricultural commodities, medicine, and medical devices and supplies, including replacement parts. And General License 9 authorizes the export of certain services and software incident to internet-based communications.

In the context of finance, General License 4 authorizes noncommercial personal remittances.

The complete list of the General Licenses [is] posted on our Ukraine-Russia Sanctions web page, and provides specific detail on the scope and limitation of these authorizations. If the activity you intend to engage in is not authorized by the General License, you may apply for an OFAC specific license for official determination.

Thank you, Daniel. Now we’ll turn it over to Ted Curtin from the Bureau of Industry and Security’s Foreign Policy Division to talk about the Commerce role in the Iran sanctions program.
Thank you, Daniel. Thank you, Matt. I am Ted Curtin. I am an Export Policy Analyst at BIS. 
I’d like to take a few moments to talk to you about the role of BIS in administering export controls against Iran. Now as you are all probably aware, certain nuclear-related sanctions against Iran were lifted as part of implementation of the Joint Comprehensive Plan of Action related to Iran’s nuclear program. These sanctions were administered by OFAC. I mention JCPOA to make clear that the sanctions lifted under the JCPOA did not affect, in any way, BIS’s implementation of export controls as they relate to Iran. All items on the Commerce Control List continue to require a license for export or reexport to Iran. For convenience, if you have a license from OFAC for that transaction, that export or reexport transaction, to Iran, you do not need a license from BIS for the same transaction.

However, there are three instances where you may need a license from both BIS and from OFAC. These three instances are: first, exports or reexports to prohibited end users and end uses. These prohibitions can be found in Section 744 of the EAR. The most important – I think the one that we most frequently see come up with relation to Iran – is exports or reexports to Entity List persons who have been authorized by OFAC. You will need an authorization from BIS also for such exports and reexports.

The second instance is persons subject to denial orders. As part of our enforcement actions, we are able to impose a denial order on certain persons. These people are listed in the Denied Parties List, which can be found at our website. Exports or reexports to someone who is subject to a Denial Order require authorization from the Department of Commerce, as well.

And the last is Deemed Exports. Deemed Exports are transfers of technology and certain kinds of software to Iranian nationals, either in the United States or in a third country. In this instance, you do not need a license from OFAC. OFAC does not license deemed exports, only BIS does, so you will have to come in to us for a license for any deemed exports to Iranian nationals.

So with that, I would like to turn it over to my colleague Frank Swerda from OFAC to discuss in detail OFAC’s sanctions program for Iran.

Thank you, Ted. My name is Frank Swerda. I’m from the Office of Foreign Assets Control. I’m with the Licensing Division at OFAC. As Ted mentioned, we do administer the Iran sanctions regulations. The primary regulations we administer are known as the Iran Transactions and Sanctions Regulations, also abbreviated as the ITSR. And that can be found in Title 31 of the Code of Federal Regulations in Part 560.
I unfortunately don’t have time to go into a lot of detail on the provisions of the ITSR, but I will say that it broadly prohibits the export, reexport, or importation, directly or indirectly, to or from Iran of goods, technology and services. So what that means is that that’s a very comprehensive sanctions program. And unless exempted or generally licensed, a transaction with Iran will require an authorization – a specific authorization – from OFAC. OFAC does issue general licenses from time to time which offer sometimes broad, sometimes very narrow authorizations for certain kinds of transactions. And I will talk about some of the more recent general licenses that OFAC has issued. That is an authorization from OFAC. It is not an exemption. It’s an area where we have determined that you don’t need to come into, you know, you don’t need to approach OFAC for a specific written authorization, you’ve already been given a general authorization if you meet the terms of it. And, again, we’ll talk about those in a moment.

With that said, I know that the Joint Comprehensive Plan of Action was mentioned earlier. This has been very much in the news. On January 16th, implementation day, the Joint Comprehensive Plan of Action, or JCPOA, became effective. What this means for U.S. persons, and what this means for everyone, this is a, – there are a number of things that were done – including the lifting of certain nuclear-related secondary sanctions as well as the removal of certain entities from OFAC’s Specially Designated Nationals list, also known as the SDN List. But what I really want to stress is that U.S. persons still require authorization from OFAC to conduct most transactions with Iran. So the JCPOA did not remove the requirement for U.S. persons to approach OFAC for authorization if they have a transaction involving Iran. 
In addition to the relief that I just mentioned, OFAC issued a Statement of Licensing Policy signaling our intent to license on a case-by-case basis the exportation of certain commercial passenger aircraft to Iran.

So as I mentioned, general licenses, OFAC has issued a number of general licenses over the past few months. We issued a general license for the importation of carpets and certain foodstuffs from Iran that had been previously prohibited. So you may now import Iranian-origin carpets and certain foodstuffs, including pistachios and caviar, into the United States. 
We also issued several general licenses in sort of an alphabet soup, so I’m going to go ahead and go through them. I’m going to begin with General License D1, which is actually an older General License but I want to draw your attention to it because it has been mentioned – analogous license exceptions and general licenses were mentioned in other presentations. That is a general license authorizing the exportation of certain computers and other IT equipment and consumer electronics for personal communications use in Iran. And it’s analogous to some of the license exceptions that were discussed on the Cuba – will be discussed in the Cuba section and also in the Ukraine section.

We also issued General License E which authorizes U.S. persons to support certain non-governmental organizations operating in Iran. 
We issued General License F which authorizes the support for certain amateur and professional sports and other related exchanges between the U.S. and Iran.

We issued General License G for certain academic exchanges and educational services. That is a very broad authorization for universities and other educational institutions to interact with persons in Iran.

We issued General License H which authorizes certain transactions related to foreign entities owned or controlled by U.S. persons. This is directly related to transactions that were previously prohibited by Part 562.15 of the ITSR. 

And finally we issued, most recently, General License I which authorizes the negotiation and entry into contingent contracts for items that would be eligible for the commercial aircraft Statement of Licensing policy that I mentioned, so this would authorize you to engage in a contract, a contingent contract, with persons in Iran for a transaction that is eligible for our Statement of Licensing policy. It doesn’t necessarily mean that you will be ultimately authorized to export your item, but it means that you can enter into the contract to negotiate that.

And with that I will turn it back over to BIS.

Thank you, Frank. And now Alan Christian from our Foreign Policy Division will talk about the Commerce part of the Cuba sanctions program.

Good afternoon. Thank you, Matt. 
As Matt said, I’m going to discuss the Bureau of Industry and Security’s implementation of the Cuba sanctions through its Export Administration Regulations. As many of you already know, or may already know, BIS authorization is required for the export or reexport to Cuba of all items subject to the Export Administration Regulations. And BIS authorization comes in one of two forms, either a license exception, which is a general authorization that authorizes certain exports and reexports as long as the terms and conditions are met, or through an individual validated license.

Now I’ll start by highlighting some of the license exceptions that have changed for Cuba since the President made an announcement in December of 2014 of changes to Cuba policy, and then I’ll go into some of the changes to Cuba licensing policy.

So I’d like to begin with what’s called License Exception Support for the Cuban People, which was created in January of 2015 and subsequently amended on a couple of occasions. That license exception is found in Section 740.21 of the EAR. And it has multiple provisions that are intended to help the Cuban people.

One provision authorizes certain exports and reexports to Cuba to support the Cuban private sector, including Cuban private sector entrepreneurs as well as private sector construction or renovation of privately-owned buildings and certain private sector agricultural activities. It also has a provision for certain exports to support Cuban civil society as well as telecommunications. And that’s one of the bigger parts of this license exception that we want to ensure that’s utilized to the extent possible. As long as the terms and conditions are met, which include certain restrictions on the eligible items, those being items designated as EAR99 or controlled on the Commerce Control List only for anti-terrorism reasons, those items, eligible items, may be exported or re-reexported to Cuba pursuant to this provision for the creation or upgrades of telecommunications infrastructure. Now some telecommunications items are controlled for other reasons like national security reasons. Those are not eligible for this license exception but are eligible for a favorable licensing policy that I’ll mention in a moment.
There’s an additional provision in License Exception SCP that authorizes certain exports and reexports to Cuba for the establishment and maintenance of a physical presence in Cuba that’s authorized by OFAC. It also authorizes certain temporary exports and reexports to Cuba and items to Cuban private sector software developers.

The next license exception I’d like to discuss is called Consumer Communications Devices, or CCD for short, in Section 740.19 of the EAR. We initially created this license exception in 2009 to authorize certain donations of eligible consumer communications devices to the Cuban people. In January of 2015 we expanded it to authorize not only donations of eligible items to the Cuban people, but also sales of those eligible items. And since January of last year, we also amended it to authorize not only sales and donations but also leases and loans and other sorts of arrangements.

We’ve also expanded License Exception Aircraft Vessels and Spacecraft to authorize more temporary sojourns of aircraft to Cuba. Previously it was only eligible for commercial aviation. It’s now eligible for general aviation – or available for general aviation as long as all the terms and conditions are met including a seven-day maximum in country. The license exception also authorizes certain temporary sojourns of vessels to Cuba including cargo vessels, recreational vessels, and certain passenger vessels.

We expanded License Exception Gift Parcels and Humanitarian Donations as well— in Section 740.12— in January of 2015 to eliminate the license requirement for companies that consolidate gift parcels on behalf of their customers. Although the customers, the donors of the gift parcels, were eligible for the license exception before last year, now the companies that consolidate those gift parcels are eligible for the license exception as well.

I’d now like to go into the Cuba Licensing Policy in the EAR, which is found in Section 746.2. First off, we created a General Policy of Approval for civil aviation safety, items that would be used for civil aviation safety, including leases of aircraft to the Cuban government, aircraft parts and components, meteorological equipment that would be required for aircraft safety or aviation safety, etc. We also created a General Policy of Approval for items that would be used for environmental protection. And created a case-by-case review policy for items that would be used to meet the needs of the Cuban people, including items that would be used by Cuban state-owned enterprises to meet those needs or the Cuban private sector to meet those needs if those items are not eligible for License Exception Support for the Cuban People or another license exception.
Also we’ve revised the licensing policy for telecommunications from case-by-case to a General Policy of Approval. Civil society, U.S. news bureaus, as well as items that are not eligible for our license exception for agricultural commodities but that would be used for agricultural purposes, what we call agricultural items, all of those are now eligible for a General Policy of Approval but would require the submission of a license application to BIS.

Now I’m going to turn it over to my colleague from OFAC, Ross Crumlish.

Thanks, Alan. My name is Ross Crumlish, and I’m a Senior Licensing Officer within the Office of Foreign Assets Control. And I focus primarily on what are known as Complex Cuba Transactional Matters. And I’m going to speak briefly right now about many of the changes that have been implemented since December 20146 and the change in U.S. policy towards Cuba as initiated by President Obama.

As you know, as a result of that change, if you’ve been keeping up with our website, we have implemented a series of five significant regulatory framework changes to the Cuban Assets Control Regulations, or the CACR. And the CACR is the framework by which we implement United States sanctions against Cuba and the Cuba embargo. I will say at a top level, as a reminder, that transactions involved in which Cuba or a Cuban national has an interest are prohibited unless otherwise authorized by general or specific license by OFAC and in some instances by BIS at the Department of Commerce. 
However, as a result of the President’s policy change in 2014, OFAC has implemented a series of five categories, or five sets, if you will, of changes to the CACR. And these changes encompass both new and revised general licenses as well as opportunities for specific licenses in many categories including travel, but not limited to travel, trade, financial services, telecommunications, which includes the internet, and software, humanitarian services, and support for the Cuban people. These changes have been implemented through changes in the CACR. While I’m not going to go into them in detail, I and my colleagues look forward to taking your questions and trying to address them today.

So with that I’ll turn it back over to Matt, and we look forward to hearing your questions.

Good. Thank you, Ross. 
Looking at the questions and answers, we’ve got a plethora of them already, so we’ll go ahead and jump into those.

The first question actually concerns a country we didn’t talk about yet, North Korea. And that question is, are there any developments on the North Korean Executive Order that BIS and OFAC may share with us? I will answer part of that question and then see if any of my OFAC colleagues wish to answer as well.

We at Commerce, BIS, are actually working on some revisions to our existing controls on the exports of EAR items to North Korea. Section 746.4 of the Export Administration Regulations, as you probably know, requires a license for anything subject to the EAR other than food and medicine, classified as EAR99, to go to North Korea. And we’ll be making some revisions to further align the policy that’s articulated in that set of the Regulations with both the Executive Order and the relevant U.N. Security Council Resolution.
But Ross, anything to add?

Like Commerce, Matt, OFAC is working diligently to develop and implement changes to the North Korea Sanctions Regime as a result of the most recent Executive Orders. We don’t have anything to announce today certainly, but I would encourage everyone to keep an eye on our website for future developments. And concurrent with that, as you may be aware, you have the opportunity to receive bulletins when we implement various changes, whether it’s updates to the SDN or various other lists maintained by OFAC, or regulatory changes that we implement. And that’s quite easy to do. You simply sign up through our website, which is www.treasury.gov/ofac. And you can be notified of those updates and receive them as soon as we release them.

Good. Thanks, Ross. The next question I think is for you, Frank, so we’ll do a quick swap out here. Under the ISTR, could OFAC comment on the longstanding rule that U.S. firms may reexport parts to a third country, for example in Europe – and I’m going to move this over so you can also read it as I’m reading it – for example in Europe for incorporation by an OEM in Europe if the OEM is not going to export a predominate portion of its foreign-made items to Iran under Section 515.204B. So Frank is going to take a couple of seconds to digest this question.

I guess I’m not exactly sure what the comment – I guess I’m not sure what comment you would like me to make. I’m sorry. I’m having a hard time determining exactly – if the – this is from, looks like, is this from Larry Christensen?
Yes.

If maybe you could elaborate on the specifics of the question. I mean, I’m not sure I have any specific comment when we get into relatively complex transactional questions, you know, we are typically going to have to refer you to the interpretive guidance process. But if you’re still listening, and you’re – I’m not sure how this would work – but if you’re able to maybe elaborate a little bit more on the question I’d be happy to maybe try to take a stab at it. But I’m not sure I completely understand how you’d like me to comment. So, sorry.
Okay. Thanks. This one is for you, Alan. Under the Cuban rules, does License Exception BAG, permit a third country national to take a personal laptop of U.S. origin to Cuba so long as it remains in his or her control as defined by the EAR?

The answer is no, not under BAG if the individual is not departing from the United States. You have to pay close attention to the terms and conditions of License Exception BAG. But one of the requirements is that the individual be departing from the United States. 
But there are potentially other license exceptions that might apply in that circumstance including or primarily License Exception Support for the Cuban People. It does authorize certain temporary exports and reexports to Cuba, so I recommend that you please take a close look at that in Section 740.21. And if you have any questions, you’re welcome to call the Foreign Policy Division at the number on your screen.

I would also add that particularly for all of these sanctions programs but particularly for the Cuba program, if there are specific instances that you think either the Commerce or the Treasury Regs aren’t fully in line with the President’s stated policy, please bring those to our attention because of the five rounds of regulatory changes we have each made, certainly some of those changes were based on feedback we got from U.S. companies as they tried to move forward with the then-existing set of controls. So, for example, the change we just made on eligibility under the license exceptions for cargo transmitting Cuba was the result of some questions we got from industry.

So the next question actually looks like one that I will deal with. When using the word “gas”, and I take it this is in connection with the Russian sanctions, does this mean petroleum gas/fuel or does this include industrial gases like hydrogen and nitrogen? I’ll start and then Daniel may want to add something as well.

Actually (the) “gas” we mean is gas that would be produced from underground. So it’s natural gas. That’s what we’re talking about. We’re not talking about gas as we use in the United States for fuel or even industrial gases. We’re really talking about natural gas that then goes into some further processing. So it’s comparable to crude oil. 
Daniel, is there anything? Daniel says he has no more to add to that.
Next question actually is for Daniel but it’s a process one. Are there slides to go along with Mr. Cariello’s presentation?

Unfortunately there are not detailed slides on the material that OFAC had presented today. However we do have, as I pointed out in the presentation earlier, web pages that are specific to the sanctions programs. So if you’re looking for information specific to the Ukraine-Russia or Crimea situation or sanctions program, the quickest way to get to our website would be to go to any major search engine, type in OFAC sanctions Ukraine-Russia or Crimea. The top of our webpage will be titled Resource Center and say Ukraine-Russia. On that webpage there will be a variety of FAQs, a summary guide in terms of the authorizations or prohibitions really to the sanctions program, as well as some of the general licenses I had pointed out earlier in addition to general licenses that I did not mention in the presentation. So I encourage you take a look at that webpage. If you have any specific questions regarding the sanctions program, you can certainly give us a call. 800-540- ah, I don’t recall, actually, off the top of my head.

There it is.

Oh, there you go. It’s right there. 
800-540-6322. You can also email us at our OFAC feedback account with any specific question that you may have regarding any of the items that I mentioned today. That is ofac_feedback@treasury.gov.

And I would also commend everyone who has not yet looked at the OFAC website, there is a tremendous amount of information, FAQs, and all the sanctions programs. So there’s quite a bit of detail there.

Another question for OFAC, not specific to any program. Regarding the 50% ownership rule from OFAC, what level of due diligence is expected from U.S. companies? I don’t know who would want to tackle that one.

I think it – I mean, these types of questions should be, I think, something that I would recommend that you write into OFAC for. Due diligence in terms of determining ownership is something that obviously companies involved with a transaction would need to determine on their own. We couldn’t determine that for you. So it’s a matter of talking to your clients to determine the ownership. But in terms of understanding the 50% rule, you can certainly give us a call or email us for specific guidance on that.

So the next question is almost a question for our colleagues off camera. Will the text of this presentation be available? There is more being presented than is included in the slides. I don’t know if there’s – the answer is yes. I’m seeing several head shakes yes, so that’s an easy answer to that question.

Okay. This one is for Ted. In regards to deemed exports, do export license requirements apply to EAR99 subject matter to Iranian nationals located in the United States? So I think I’m going to rephrase this slightly in BIS speak. Regarding deemed exports, do license requirements apply to EAR99 technology released to Iranian nationals in the United States? 
And the answer to that is no. We do not impose controls on the exports of EAR99 items to Iran, so similarly the deemed export of EAR99 item does not require a license from BIS. OFAC, of course, does have controls over EAR99 items going to Iran, but we do not, so the simple answer is no.
So, and maybe just to further spin this out, Frank, maybe we could ask you to pop back up for a minute. So does OFAC have any requirements for an OFAC license for EAR99 technology to Iranian nationals in the United States, or in a third country for that matter?

So with respect to Iranian nationals in the United States, I would refer you to Part 565.505 of our Regulations. Typically we would not require an authorization, but there may be instances where an authorization may be required. And, again, I would really refer you to Section 505. Specifically for students in the United States, I would refer you to 505(d), but typically 505 would authorize the release of EAR99 technology to Iranian nationals. 565.505 is essentially dealing with individuals who are here on a visa, and at the risk of paraphrasing here, generally the goal of 565.505 is to allow those individuals who are here on a visa to conduct the sort of normal transactions that they would have been authorized entry into the United States to conduct. So if that makes sense.

And one thing I would add to that, and because we, of course, see a substantial number of license applications for deemed exports for Iranian nationals in the United States, typically those who are getting advanced degrees here. Because the level of controls over items with encryption in them go, frankly, down to some fairly low levels, typically what we see is in almost any high tech area, employment of an Iranian national is likely to trigger a Deemed Export License requirement if they’re going to have access to any kind of software that has control encryption in it. So that’s something to keep in mind. 

The next question is, I think, one that I will take but invite others to add if they need to. We manufacture thermal cameras in the United States. We have a manufacturing location in Germany for other products that are not ITAR controlled. However, are they bound by the same U.S. laws for export compliance into sanctioned countries because they are part of a U.S. company? Actually so I’ll answer part of that, and I think Frank probably will answer part of that as well.

If the item manufactured in Germany is subject to the EAR, either because it has U.S. controlled content or because it’s derived from U.S. controlled technology, then the relevant Commerce license requirements would apply. So that’s the thing to keep in mind on Commerce control, it’s really focused on the commodity, the software, and/or the technology, and if any of those are subject to the EAR, even for a foreign-made item, you could have a Commerce reexport license requirement because that would be considered a reexport of that U.S. content to a sanctioned country. But I think Frank may have something to add to this (inaudible).

Yeah. Could I just see the question? Sorry, I was having technical problems with my mic.

Right here.

Okay. Yeah, I mean similar to the answer that Matt just gave, if, for example, Commerce would deem the item to be, for whatever reason, subject to the EAR, then clearly under OFAC’s regulations you would have an obligation, if that item were going to be exported to Iran, to obtain an OFAC license. Even if the item, however, is a foreign-made item, U.S. persons may not reexport, export the item to Iran, they may not facilitate the export of the item to Iran, or really participate in any way in the delivery of that item to Iran without an authorization or unless the item is generally licensed in some way. I don’t believe thermal imaging cameras are subject to any general licenses, at least not currently. But if we were to take an example of some sort of consumer electronics that were authorized by General License D1, for example, that would be a different analysis. But with this item, very likely you would need an OFAC license if any U.S. person were participating in any way in the delivery of that item to Iran.
So the next question is with regard to DPL, which I’m assuming is the Commerce Denied Persons List. You all don’t have a DPL, do you?

SDN.

Right. What steps should a financial institution take when a positive match has occurred? That’s a good question because the Denied Persons List, of course, depends on the specifics of the denial order. But a typical Commerce denial order is imposed when someone has either been found guilty or pled guilty to a violation of the EAR. And so typically that encompasses anything related to items related to the EAR. And so from our point of view that’s the screening, I think, that a financial institution would do. Again, I’m going to ask Frank, since you’re sitting here, I don’t know that OFAC has anything that’s related to that just because it’s a party that’s on the Commerce DPL.

No, I don’t believe we do make any reference to the Commerce Department DPL. I would certainly, you know, I would think it would be prudent to consider, especially if there is any nexus to that individual on the DPL to any of the sanctions programs to consider whether you have an OFAC obligation, but I don’t believe we make any specific references in Commerce.

Yeah, I would be surprised if you did.

Next one is also for Frank. Well, actually maybe it’s for us. Ron, can you talk a little bit about Iranian nationals studying in the U.S. – parentheses F1, which I assume was a visa – who after graduating are granted an OPT. What kind of license might be needed? Does anyone on our side know what an OPT is?

Sorry.

So, unfortunately we don’t know what that is, but I think this sounds like the situation I described earlier. We often see deemed export license applications for Iranian graduate students, either for summer internships or for permanent employment, moving from getting a Master’s or a Ph.D. to moving into the workforce at a U.S. company. And there, again, the key is classify what information or technology, in (inaudible) speak they would have access to, and essentially if it’s technology that’s classified at the anti-terrorism or above level, then a deemed export license would be required for the U.S. company or educational institution to release that information to that Iranian national in the United States. 
Okay, this looks like another one for – this one is for Frank. Maybe I’ll let you read it.

Is a non-U.S. company that is subject to the SLP because it has a U.S. nexus also bound by General License I or is it free to negotiate contingent contracts in any manner assuming no dealings with SCNs SDNs regarding the export of civil aircraft to Iran pending approval of a license under the SLP?
Again, it’s difficult to answer unless I understand what the U.S. nexus refers to. I’m not sure exactly what that means. I mean, you are never necessarily bound by a general license. You’re free to use it or not use it. The SLP is, you know, again an authorization for entities who are prohibited from entering into those contingent contracts with Iran for the sale of aircraft, so if – I mean I guess the threshold question would be whether the entity is a U.S. person subject to the ITSR, and if so then they would be free to use General License I if the underlying transaction is eligible for consideration under the SLP. But I guess I’m just not sure what the U.S. nexus refers to. I’d need a little bit more information about that. I encourage you to write in for interpretive guidance if you’re not sure.

So the next is another process question which I think I know the answer to but we’ll check off stage. The stream is not active for me. Will a transcript of this presentation be available? The answer is yes. Okay, so that’s another easy one.

With regard to Russia sanctions, what are the options for requesting the release of blocked funds and what is the expected timeline for a response from OFAC? So we’ll bring Daniel back on to address that question. And Daniel, if you want to take a look at the (inaudible) it’s right there.

Sure. So if you’re a financial institution or really any entity that’s in a situation where you’re funds are blocked or you’ve actually locked the funds pursuant to a specific prohibition related to the Crimea or Ukraine-Russia program, the route to take would be to apply for a license from our Licensing Division to basically review that case and determine whether or not those funds can be released. In order to do that, what I would recommend, and the quickest way to find this would be, again, go to your search engine, type apply for OFAC license, and you’ll find our licensing webpage. And at the very top of that webpage there’s a blue icon that says Apply for License Here. And I would recommend selecting Transactional for the category to get that process started.

Thank you. All right. So the next one (inaudible) Frank back.

(Inaudible.)

So depending on the nature of the transaction, the category could be different is what you’re saying, right? So if you have questions about the process that you need to go through in terms of unlocking those funds, specifically with the licensing process, you can give our Licensing Division a call, because it does kind of depend on the situation in terms of what category you would select.
Okay. So the next question is one for Frank again. It’s a very lengthy question, and I have a feeling his answer may be we need to talk offline in more detail, but I’ll start with it. With regard to an OFAC General License H, as you’re putting your mic on, if a U.S. company has an international subsidiary operating without U.S. person involvement in limited Iranian projects, with general operating funds for overhead of the foreign entity sent by the U.S. company to the foreign subsidiary be permissible? And then it looks like a restatement of the question. So maybe go ahead and read the rest and then – 

Yeah, I think I got the gist of it. 
Maybe read it out loud.

Okay, so the second part of the question is, essentially would the transfer of funds from the U.S. company to the foreign subsidiary for general office overhead, salaries, etc., create a problem if such funds may be indirectly used to pay salaries of and other costs of the foreign subsidiary not specifically earmarked for Iranian projects but may support the organization in general which is involved in Iranian sanctions. You know, I mean, so General License H, which I have here, it authorizes certain back office activities. And I’ll read from it. Authorizes activities to make available to those foreign entities which are authorized earlier in the General License, that the U.S. person owns or controls, any automated and globally integrated computer, accounting, email, telecommunications or other business support system, platform, database, application or server necessary to store, collect, transmit, generate or otherwise process documents or information related to transactions authorized in paragraph A.

So I assume the reason you’re asking this question is it doesn’t explicitly refer to the types of transactions that would be certainly required to run the organization but are not explicitly listed in the authorization. Unfortunately, if it’s not explicitly listed in the authorization, I can’t really opine to any great extent on whether or not your specific transaction would be authorized. I think, again, it would be helpful for you to write in for interpretive guidance. We are working on some interpretive guidance – I should say on an FAQ section, excuse me, not an interpretive guidance but an FAQ section for General License H, and that may address your question. I’m not honestly quite sure whether that is addressed in those FAQs or not. But that may be something you want to wait for. I’m not sure exactly on the timing, but I think it’s relatively soon. And if that doesn’t answer your question, I would suggest that you write in for interpretive guidance. When you do that, I’d also suggest that you ask for a license in the alternative if you’ve determined that General License H doesn’t authorize your transaction. That’s always a helpful licensing tip that if you would like a license if we determine by virtue of the facts that your transaction is not authorized, make sure that you’d ask us for a license if you’d like that in the alternative, otherwise we’ll just give you the answer that it’s not authorized. Hopefully that’s helpful.
So, Frank, another question. Is an expansion of General License G for educational activities in Iran being contemplated, i.e. being expanded to allow faculty members from U.S. institutions to attend and speak at open academic conferences in Iran without a specific license?

So to be quite honest I don’t know if that is being contemplated. Unfortunately I have not been working on it, and I haven’t been informed that that’s being worked on. We are always looking to hear from applicants as to how we can, you know, how we can really best craft some of these general licenses. They are intended – they’re intended to authorize activity that – certain kinds of activity that we would typically license almost every time or (inaudible) every time, in every instance where we would see it. A good example of that would be, you know, I mean some of the general licenses that that have already been referred to for NGOs. We had a very famous general license for the return of corpses to Iran for people that had died in Iran. I don’t think we ever denied a single one of those, so that was an instance where we really didn’t want to see those any more. So to the extent that it’s activity that, for whatever reason, we haven’t covered in our general license, it’s important for us to hear from you, so I would say write in, again, for interpretive guidance. But, again, make it clear, you know, as to whether this is something – whatever you’re asking for is something standard and that we really should have considered in the general licensing, and we will consider it. As to timing and things like that, I wouldn’t be able to give any real guidance on that.

Yeah, in fact we just received this question yesterday and referred it to some of your colleagues.

So it sounds like we’re probably working on it. Unfortunately I’m not specifically working on it, so I wouldn’t be able to give any further comment. I’m sorry.

Ross, one for you: As a contractor to a U.S. government agency, Department of State, in Cuba, are we able to do business with Cuban government-owned banks? Can we contract with courier services in Cuba? So, two Cuba questions.

Well, I guess what’s the nature of – who are you contracting with and what’s the nature of the activity is, I guess, what I would ask. But you would probably need to, just from the information presented, you would probably need to apply for a specific license.

For both doing business with Cuban government-owned banks and the contract with courier services?

That’s correct, yes.

You might as well stay here. This is a question – do you have an update on OFAC General License No. 2 for Belarus? Will it be expanded beyond the end of April?

I don’t have any comment on that, no.

Let’s see. Oh, third-party transaction. Foreign-made raw material to make paint sold to a third party who is selling it to Cuba. Does this transaction require a license from OFAC?

It would depend upon the particulars. It sounds like, from the scant amount of information provided, that it would require a specific license. But I would encourage you first, call the Licensing Division. It may be something that we are able to deal with over the phone. And if we require an application, we’ll tell you so, and you can write in. It sounds off the top like it would require a specific license.

Assuming that a U.S. person is involved?

Of course, yes.

Right. 

Yes.

Does either BIS or OFAC foresee any changes to the sanctions against Burma?

From the OFAC perspective, again, I won’t comment on that except to say watch our website, and we are good about updating it in real time. So when there are changes, we will get them out right away.

And I would say we at Commerce are not working on changes to regulations related to Burma, but really the Burma sanctions are an OFAC program primarily. I think two or three years ago we made some changes to licensing policy to Burma. I don’t know that we – sorry, I’m looking off stage here, my colleague – that we really made significant increased license requirements for Burma. Alan, anything to add there?

Sure. So BIS maintains certain end use or end user controls on Burma in Part 744 of the EAR, but those are tied directly to OFAC-designated SDNs. So if a party or a person is designated as an SDN (inaudible) pursuant to its Burma program, then there’s a Part 744 control in the EAR. But if a party requires OFAC authorization for export or reexport of an item subject to the EAR, pursuant to that special 744 control in the EAR, then that party does not require a separate authorization from BIS. So if OFAC issues a license for that export or reexport pursuant to that designation, then you do not need to get a separate license from BIS for that designation or the license requirement pursuant to that designation. But we also have license requirements in the EAR on Burma based upon the items pursuant to multilateral export control regimes, so it’s important to pay attention to those as well because they are separate from the special end use and user controls in 744.

So the multilaterally-based controls in Burma will not change. Burma’s not going to become a member of the regimes in any foreseeable time period. But, to the extent any changes OFAC might make impact the end use and user controls, then those would automatically be implemented by the way our regulations are structured.

And we do, as a matter of course, as Matt and my Commerce colleagues can speak, when regulatory changes are considered, we consult with each other to make sure that there are no unintended consequences for other regulatory frameworks.

Could we combine a license to OFAC on hardware and technology for Iran and OFAC will staff it out to BIS for the technologies? We’ll bring Frank back up for that.

I’m sorry, could you repeat the question?
Could we combine a license to OFAC on hardware and technology for Iran and OFAC will staff it out to BIS for the technology?

No. So if a BIS license is required for a technology export, so, I mean, I guess in this instance we’re referring to a deemed export, we would require you to obtain a BIS license. We would not file that for you. If that’s what you mean. I’m not 100% sure that’s what you mean. If you mean if OFAC has jurisdiction over that particular technology export whether we would consult with BIS before making a licensing determination, the answer is probably.

And then maybe, Frank, maybe the other part of this question is if it’s a technology that’s subject to the EAR, but there’s no U.S. person involved, is that something that is under the OFAC licensing purview?

So, I’m sorry, say – so, say – because I noticed it’s coming from the foreign – so say it’s EAR technology but it’s effectively going not from the United States but from one foreign country to Iran and there’s no U.S. person involved.

Right. So, I mean, again, I think it’s the same answer. We would control the re-exportation of U.S.-origin technology even by a non-U.S. person, so that – I think it’s the same – it’s sort of the same answer, although it sounds like it would be very unlikely that you would need – 

Right.

An EAR license.

Right.

A license from BIS. Would we consult with BIS on those matters? We very frequently do, so again, the answer is probably.

So my understanding, but you all can correct me, is that the Iran Sanctions Transaction Program is the one OFAC program where you do control, effectively, the reexport of EAR items by non-U.S. persons. Is that a – 

I don’t know that – I’m not sure if that’s exclusive. I hate to say that, especially on camera. But I certainly know we do do that for Iran. I don’t know if that’s exclusive.

Right.

I’d have to think about that a little bit.

Okay . But, yeah, but that’s an important thing for people watching to keep in mind.

Okay. This is Ross or Alan, but I think it’s really Ross. As a logistics company, are we permitted to have one of our sales staff visit Cuba to discuss with Cuban entities regarding future business as changes to the Cuban sanctions occur?

Yes, there is a provision for travel for business development purposes under one of the general license provisions specifically 31 CFR 515.564; business development meetings in Cuba would be considered to be ‘professional meetings’, and authorized subject to the rest of the requirements of 515.564. So as long as a deal is not agreed to, or signed, you can go down for business development purposes to see what the situation is with regard to opportunities in Cuba.

And then maybe, Alan, talk a little bit about how our Cuba regulations complement that, when you take a business trip to Cuba for business development.
Absolutely. So as we discussed earlier, BIS controls exports and reexports of items. So we often get questions from individuals who plan to travel to Cuba and wonder whether they require BIS authorization to take items with them, for example, a company-owned cellular phone or a laptop computer. And the answer is yes. BIS authorization is required for that export or reexport, even if it’s a temporary export or reexport. That authorization might come in the form of a license exception like License Exception Support for the Cuban People that authorizes certain temporary exports or reexports to Cuba of items, for example, professional meetings and research, or, under certain circumstances, another license exception such as License Exception Baggage could be available. But please do keep in mind that when you’re taking items with you, even temporarily, they require authorization from the BIS to go to Cuba.

So next question is also for Ross and Alan: If an EAR99 item is exported to Cuba, and this would be non-publicly available information in the form of corporate hotel statistics such as revenue, to a Cuban hotel that is owned and controlled by the Cuban government, an SDN, would a proper licensing approach be one, apply for BIS License for EAR99 Export to Cuba, and two, apply for an OFAC License to Transact With an SDN-Controlled Entity?
Okay. I’ll start from the BIS perspective. If the information meets the definition of technology in the Export Administration Regulations, you can look in Part 772 of the EAR for that definition. , and, as you say, if that information meets the definition of technology and is not publicly available, not published as we describe in Part 734 of the Export Administration Regulations, then you must obtain authorization from BIS. And in the form of a license, it sounds like, in this case based upon the fact pattern. I’ll let Ross speak to the OFAC requirements.

Generally speaking I think the approach that you describe in terms of Licensing first to BIS and then to OFAC is sound. I would reserve comment on the particulars until I saw them in an application. But that seems like the appropriate approach to take from a process viewpoint.

And while we have gone to great lengths to try to make sure for Cuba, for example, that we don’t have dual licensing requirements, there may be some instances where that’s unavoidable.

And Matt, I want to go back to the question just briefly about the sales and business development opportunity. I would urge the questioner to look at the General License at 515.564, Professional Research and Professional Meetings has been interpreted by OFAC to include business development. So that would be the General License (inaudible) there.
Next question, partly for Frank and partly for Alan: Is a license required to Iran or Cuba for software containing encryption such as that found in security software for computers and cell phones? These would typically be mass market items.

Okay, I’ll go ahead and start that off. So, as I’ve mentioned multiple times and my colleagues, OFAC – or I’m sorry – BIS authorization – I’ll let OFAC talk about their issues – but BIS authorization is required to export that software to Cuba whether or not it includes encryption. The exact classification according to the Commerce Control List will play a significant factor into whether a license must be obtained or whether a license exception is available. So as I talked about before, License Exception Support for the Cuban People authorizes certain exports and reexports to Cuba, but only those items that not only meet the end use and user requirements in that license exception, but also those that are either designated as EAR99 or controlled on the Commerce Control List only for anti-terrorism reasons. So depending upon the encryption and other factors, that software might be on the Commerce Control List and controlled for more than anti-terrorism reasons, primarily national security reasons. And if that’s the case, then you would need to submit a license application to BIS and obtain a license. If that software is controlled only for anti-terrorism reasons, then you’d have to look at the license exceptions and determine whether the end uses and end users would fit into license exceptions and whether you’d meet the other terms and conditions.

So, for example, if it was AT or even EAR99 classified and it was going to private sector activity in Cuba, then it would likely be eligible for license exception as SCP, or if it was going to a non-government organization, then it would likely also be SCP eligible. Frank?

So for Iran, there (are) two places you would look. And generally it’s similar to the BIS position. You need an authorization to export software, with or without encryption, to Iran. Software with encryption may be authorized by one of two General Licenses, so it may be authorized by General License D1, or it may be authorized in the General License found in 560.540. Both of those General Licenses have very specific parameters on not only the ECCNs which are eligible but the type of software which would be eligible. And the end users that would be eligible. You mentioned, I believe, that it would be mass market software. That’s good because any of the 002 items, for example, would not be authorized under either of those General Licenses. Those General Licenses are pretty much confined to EAR99 and 5D992 software. So.

So the next question is really, I think, an installed base question. For items that were either in Iran or Cuba prior to sanctions being lifted, does BIS require a General Prohibition 10 Waiver to subsequently provide service to those items provided a license for current activity has been obtained? So, of course, if it’s for Iran, I think that’s really an OFAC, because you’re still talking about an activity that would be subject to OFAC jurisdiction most likely.
Well, I mean, I think if we’re talking about items which were exported illegally, so items for which an OFAC license was not obtained and where an OFAC license was required, I believe a 764.5 letter from BIS would still be required. And in fact we’ve had cases like this where we had required the applicant to obtain such a letter releasing the item before we would issue any authorization to deal further with the item and pursuant to the transaction they had come into us for. So I don’t want to speak for BIS, but from the OFAC side, we would absolutely, if we were aware of that situation, we would discuss it with BIS as to whether that would be required. But we have seen instances where we have asked for that.

And I agree with that. Both within the context of Cuba and in Iran, a waiver would be required from BIS.

And then the follow up is, similarly, if an item was in Iran and Cuba previously but no longer is in a sanctioned country and would therefore not require a license, is a General Prohibition 10 Waiver necessary? So an item apparently had been, under this scenario, re-reexported from either Iran or Cuba to a non-sanctioned country.

This question seems to imply that there’s knowledge that the item was in either Cuba or Iran without proper authorization. And when there’s that knowledge that the item was illegally exported or did not have the proper authorization to be in a country, then a waiver is required even if it’s not still in that country. So say it was in Iran, didn’t have proper authorization from the U.S. government to go to Iran. It’s now in Spain or some other country. Your question presupposes that there’s knowledge and therefore there is a waiver requirement.

A question for Ross:  Two American hotel companies just announced that they will be managing hotels in Cuba. Would you explain under which exception these operations were approved by OFAC? Are license applications like these available on the public record?

OFAC does not comment for Privacy Act and Trade Secrecy Act reasons on the existence or nonexistence of specific licenses.

Okay. Next is a Russia question. Our U.S. segment, as best practice, does not import or export to Russia. I just had a customer order an O ring worth, I guess, $13.70, for a (inaudible) that is used on one of their asphalt milling machines in Russia. Is this okay under the current sanctions? The part is not used for gas, oil or naval sectors. The company in Russia is not on the SDN List. Okay, then there’s another part of this question as well I’ll get to.

So, again, from the EAR point of view, the first question is, how is this item, in this case an O ring, classified under the EAR? If it were to be classified – and then, in addition to that, who is the end use and end user? So my general answer to this very specific question is if this item is not going to a party on the Entity List, or in one case an actual gas and oil field on the Entity List, or otherwise trips end use and end user controls, it probably doesn’t require a license to export to Russia because, again, the Russia sanctions are very targeted. They’re very different from the Iran and Cuba sanctions. But, again, the key things are what is the classification and who is the end user and for what end use is it going to.
The second part of the question – and then it goes on to say that the part is not used for gas, oil, and naval sectors.

Then do I need a license to ship agriculture, mining and construction parts to our customers that ship into Russia? It’s really the same answer. It depends on the classification of the item, whether the item needs a license to go to any end user in Russia, most multilateral controlled items do. And even if it doesn’t, if it’s classified that is below the multilateral control levels, you still have to look at the end use and the end user. Daniel, anything more to add to that?

Yeah, I mean, and it sounds like the inquirer already is aware of the fact that the parties involved in the transaction are not on the SDN list. If they were, that would be a different story. Any transactions related to that entity would be blocked. So the specific technology obviously would be in the realm of the EAR, but if the parties involved are in SDN, then that transaction would be prohibited.

When using the Consolidated Screening List, if one enters a country such as Iran, Cuba or other OFAC countries, the only thing that comes up is the list of companies that are on the different lists. Can the Consolidated Screening List be revised to show the country is part of an OFAC sanction and direct the user to the sanction information? I think that is a question we’ll have to look at. It sounds to me like it’s really asking can the Consolidated Screening List be modified to have links to, in this case, OFAC sanction specific information, and not just used as a screening tool. (Inaudible).

If I understand this correctly, on the Sanctions List Search, there is the option of selecting the country by which an SCN or an SSI is associated with. But it doesn’t necessarily mean that, for example, if an individual is a resident in Ukraine, that they’re an SSI or an SCN because of the Ukraine Sanctions Program. So I’m not 100% sure if that function is tied to the details provided in the profile for the SCN or the SSI. You might want to – I would suggest writing in for specifics on how that functionality works because I think that actually might address your question.

Another question for Frank: Given new General License H, can you please comment on how OFAC will view the uncodified General Inventory Exception that many companies relied on pre-2012 with respect to reexports to Iraq? Care to respond to that?
Uh, no, sorry, I mean – again, I’m not – I’m not sure how to respond to that. I’m not sure how I would comment. I’m not sure what, you know, what your specific question about the so-called General Inventory Rule is. I’m not sure that we’d have time, given the length of these questions, if you were to post a follow-up here that we’d be able to get to it, but I would like to understand your question a bit more deeply. I mean, I’m sorry for the sort of flip answer, no, because I am unable, really, to give you any probably substantial comment. But it is a matter under discussion, and I’d recommend that, you know, if you have specific concerns for your company or your clients, that you do write in and outline those for us. They’re not only helpful for us in considering, you know, maybe even future revisions to general licenses, but it’s obviously helpful for us to understand, you know, the kind of real challenges that entities who, you know, are subject to our regulations face. So it really would be helpful for you to write in, I think, and give us some – (inaudible) information about that.

And Frank, while you’re here, there’s two more Iran questions. Is there – go ahead.

I’m sorry. So, is there any change?  Is there any change in the OFAC interpretation of 560.204 now that many European countries will expand Iran trade beyond that permitted by OFAC? So I’m assuming we’re referring to facilitation. So, again, just for the benefit of everyone, this is the prohibited exportation, reexportation, sale or supply of goods, technology or services to Iran. So, I mean again this is sort of a broad question. There is certainly no change to the interpretation of 204. There may be additional interpretive guidance related to General License H which may affect, you know, companies, certainly U.S.-owned and controlled subsidiaries around the world. But our interpretation of 204 really has not changed. You know, again, how 204 may continue to affect any one company in light of additional licensed activities under GLH is probably going to vary from company to company. And, again, and sort of the same – kind of saying the same thing to everyone, but it’s very important, you know, for us to give you, for us really to give you useful guidance and for you to write in and really kind of give us all the facts so that we can give you a precise answer. Unfortunately I’m unable to give you any more than a general answer to that question.

And, Frank, the next one also for you.

So the next one. In regard to Iran sanctions, I have two questions. Number one, under General License B and/or D1, is a U.S person allowed to directly talk to via phone or text or other communication tools to an Iranian national who is a reseller of consumer computers and part of General License D, 58992 items I guess is what that means. Note that the reseller is aware of U.S. export policy. And two, if the address of the reseller is known and third party country is given, is it okay to export to a third party address such as the UAE.
So the first question, I mean if you’re asking if you are allowed to speak to the individual, which is what you had asked here, the answer is yes. In fact that would not even be subject to our Regulations. That would be an exception, and actually an exemption, from our Regulations for a U.S. person to speak to any other person around the world.

If you’re asking about entering into contracts, I would need then to have a little bit more information, but very likely your activity, the way you’ve described it, is probably authorized.

If the address of the reseller is not known and a third party country is given, is it okay to export the item? I don’t want to get too deeply into BIS sort of red flag guidance, but I think it would apply here. When you don’t really know who you’re dealing with, you don’t have an address for them, I would be very cautious in actually exporting anything to that individual until you have a little bit more information.

In terms of whether an item authorized by General License D, excuse me, D1 may be exported to the UAE for further reexportation to Iran, the answer is yes. But, again, if this really is an actual scenario of yours and you really don’t have this information about your reseller, I would advise you to proceed with extraordinary caution.

Okay. Coming back to Cuba. I’ll take a cut at this and then Alan, I’ll ask you to add some information.

Is BIS working with Congress to change Section 6004(D)(2) of the 1992 Cuban Democracy Act that requires a BIS license to export medicines to Cuba? As the President has said several times publicly, the President has called Congress to end the embargo on Cuba totally, so that would certainly include the Cuban Democracy Act and any provisions such as the one you’ve referenced relating to medical devices.

Although this provision has been in place for many years and we have in (inaudible) provision in our Regulations, Alan will talk a little bit about in aggregate the licensing volume and value we do for medical devices to Cuba, even before the President’s change but certainly afterwards.

Absolutely. So before the President made the announcement of policy changes in December of 2014, medicines and medical devices were one of the top categories of exports that were – and reexports for that matter – that BIS authorized. Since the President’s announcement, we’ve seen an increase in license applications for medicines and medical devices. And those license applications are normally processed very quickly. Sometimes a week or two. The average BIS processing time for all licensing applications is around 30 days. So when it comes to medical exports, and agricultural exports, to Cuba, those applications or notifications, in the case of agricultural commodities, are processed very quickly. So although there is a current license requirement for those medical exports to Cuba, you’re certainly welcome to call the Foreign Policy Division at the number on your screen, and we’ll help you through what exactly you need to put in the application. But once you do submit a license application that’s complete and accurate, you’ll receive an answer very quickly.
And certainly as long as there’s no indication that these devices would be re-reexported from Cuba or used to help Cuban government reexports, this is exactly where the President’s policy – in one of the areas it’s focused, which is on supporting and helping benefit the Cuban people. So medical devices would be squarely in that policy.

The next question is the licensing requirements are a little confusing at what agency to apply for a license to. For example, BIS has some exceptions for Cuba, so is an exporter required to still seek OFAC approval as well?

It really depends – I would urge the questioner to look at 515.533, which is the primary line item in the CACR governing exports from an OFAC perspective. And it speaks specifically to U.S.-origin exports or reexports. But generically speaking, in 533, the rule of thumb is if an export is authorized by Commerce, then it’s going to be authorized by OFAC as long as the financial financing terms and conditions are met. And there are some requirements in there that the exporter would need to comply with from an OFAC perspective. So that’s important to keep in mind.

Yeah, so to take a step back from Ross’s answer, again, as much as possible we’ve really tried to construct Regulations, particularly the Cuba Regulations, so that they’re complementary. If the main transaction is an EAR/ BIS transaction, generally speaking, OFAC authorizes the incidental financial services, the transactions,; and the flip, if it’s primarily a financial services type transaction under OFAC’s jurisdiction, for example the business development meeting, any incidental export of items with that, for example a laptop or cell phone, typically are covered by a Commerce license exception.
It looks like we’ve got one more question, and that’s good because it’s 3:56. This looks actually like one more for Frank. OFAC question. Would corporate statistics, revenue, reports, etc., fall under the Section 515.206 exemption for information and informational materials?

515 is (inaudible).  I think the answer to that is that universal answer, it depends. It really depends on the specifics, and I would urge you to call us and talk about the particular transaction at issue and we can try to give you some clarity on that.

Just one note that we do recognize that there are other questions that we have not gotten to, but we are running out of time. So if you have submitted a question, but we have not responded to it, we’ll do our best to get back to you using the contact information that you’ve provided. Alternatively, you can call one of the numbers on your screen or send an email to the email address that was provided earlier for OFAC, which is ofac_feedback@treasury.gov.

So the last time of the question that Ross just answered was submitted at 3:04. So to the extent that anybody has submitted questions after that, they’re not showing up here, so make sure that you go ahead and use the mechanism that Alan just mentioned.

Any closing comments? Ross? Daniel? Frank? Alan? Ted?

Again, I just want to say thank you on behalf of my OFAC colleagues and certainly for my conference Commerce colleagues. We enjoy the opportunity to interact. And unfortunately there’s only so many hours in the day for us, but we do find, from our perspective, these interactions to be helpful to us because it gives us an idea of the issues that you are facing and it helps form our attempts to craft guidance in the form of Frequently Asked Questions and other outreach materials that might be helpful to you going forward.

Good. Thanks, Ross. We have exactly the same position.

So thank you all and thank you to our hosts for, I think, hopefully this was a very informative webinar for you. Thank you.
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